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FEDERAL BUREAU OF INVESTIGATION 


Evidence Entry 


!U) 


Event Title: 


*5 


Evidence Collection 


Date: 01/15/2016 


Approved By: 


Drafted By: 


Case ID # : 


(S//H*)| | 

MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 

SENSITIVE INVESTIGATIVE MATTER (SIM) 



Full Investigation Initiated: 07/10/2015 


Collected By: Missing on Missing 


,Ui Collected From: f^) FBI Case File 

Receipt Given? : No 

Holding Office: WASHINGTON FIELD 


Item Type 

IB Digital fUj 


Description 

jXj 1CD labeled Unclassified and titled r | 
Request memo Oct 6 , 2015 Clinton email" 

Collected On: 01/15 /2016 

Seizing Indiv idual : f 
Collected By : 

Location Area: Investigative File 
Specific Location: 1A 

Device Type: Compact Disc/Digital Video 
Disc (CDs/DVDs ) 

Number of Devices Collected : 1 


FBI 


b6 

b7C 


bl 

b3 

b7E 


b6 

b7C 



HRC-855 



U! 


Title: 
Re : 


M. 


S 

Evidence Collection 
01/15/2016 


T// HOFORM 


b3 

b7E 


IB Digital 1 CD labeled Unclassified and titled "Files to 

Disk" 

Collected On; 01/15 /2016 

Seizing Indiv idual : I ~ 

Collected By: 

Location Area: Investigative File 
Specific Location : 1A 

Device Type : Compact Disc/ Digital Video 
Disc (CDs/DVDs ) 

Number of Devices Collected : 1 

IB Digital i^f 1 CD labeled Unclassified and titled ' 

Clinton Email PST" ' 

Collected On: 01/15 /2016 

Seizing Indivi dual : f | 

Collected By: 

Location Area: Investigative File 
Specific Location: 1A 

Device Type: Compact Disc/Digital Video 
Disc (CDs/DVDs) 

Number of Devices Collected: 1 

IB Digital 1 CD labeled Unclassified and titled "U/S P. 

Kennedy PST" 

Collected On: 01/15 /2016 

Seizing Indivi dual: T 
Collected By : 

Location Area : Investigative File 
Specific Location : 1A 

Device Type: Compact Disc/Digital Video 
Disc (CDs/DVDs) 

Number of Devices Collected: 1 


b6 

b7C 


b6 

b7C 


b6 

b7C 


/HOFORW 


2 


HRC-856 



I / /wAtjApit 




Title : 
Re: 


ix[ 


SEpREjT/ /NOFORM 

Evidence Collection 
01/15/2016 


b3 

b7E 


IB Digital 1 Verbatim CDR 

Collected On: 01/13 /2016 

Seizing Indivi dual : 

Collected By: 

Location Area : Delivered to FBI 
Specific Location : Delivered to FBI 
Device Type: Compact Disc/Digital Video 
Disc (CDs/DVDs) 

Number of Devices Collected: 1 

IB Digital /TJj 1 - 16GB SanDisk USB Drive 

Collected On: 01/11 /2016 

Seizing Indivi dual : f 
Collected By : 

Location Area: Delivered to FBI 
Specific Location: Delivered to FBI 
Device Type: Compact Disc/Digital Video 
Disc (CDs/DVDs) 

Number of Devices Collected: 1 


b6 

b7C 


b6 

b7C 


♦ ♦ 
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HRC-857 




HRC-885 



(Rev. OS-Ol -2008) 


•E 


LA5SIFIED BY: 
SOU : 1.4 i C 

DECLASSIFY ON ' 


MS ICG J76J18T80 
12-31-2041 


DATE : 11-10-201^ 

sSpa^yz / w oFonN 


ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


FEDERAL BUREAU OF INVESTIGATION 


Precedence: ROUTINE Date: 02/01/2016 

To: Washington Field 


From: Washington Field 

CI-13 

Contact: 


Approved By: 


Drafted By: 


^ Case ID #: 


- 

Title: (S//WF) 




'MIUHANULING OP bhASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 

SENSITIVE INVESTIGATIVE MATTER (SIM) 


Synopsis: (U//F©e&) Internet research on domains and IPs associated with 

the Internet domain name clintonemail.com. 



Details: (U/ /FOUO) This EC serves to memorialize open source research 

conducted in August 2015 by the writer on the domain clintonemail.com. The 
purpose of this research was to understand IP addresses and other Internet 
domain names that were associated with the clintonemail.com domain both 
presently and historically. The results of this research and accompanying 
screenshots are preserved in a Microsoft Word document that is attached 
to this EC as a 1A item. This research was conducted on 08/15/2015 and 
08/16/2015 respectively . 


he 

hie 


bl 

b3 

b7E 
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b3 
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:ral bureau of investigation 

Complaint Form 


Title: (U/ /FOUO) Evidence of Hillary Clinton’s Date: 02/22/2016 

misuse of classified documents 


CC: JONATHAN C. MOFFA 


STRZOK PETER P II 


Approved By: 


CLASSIFIED BY: NSICG J76J18T8Q 
REASON: 1.4 (C) 

DECLASSIFY CM: 12-31-2041 
DATE : 11-10-2016 

ALL INFORMATION DON TA I NEE 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOVfN OTHERWISE 


Drafted By: 


Case ID #: 


(S//Hf4| | 

MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 

SENSITIVE INVESTIGATIVE MATTER (SIM) 


Complaint Synopsis: (U//TO) To present evidence of Hillary Clinton’s 
misuse of classified documents by putting them on an unclassified 
e-mail system . 


Full Investigation Initiated: 07/10/2015 


Enclosure (s) : Enclosed are the following items: 
1 . (U/ /FOUO) Walk-in Clinton documents 


bl 

b3 

b7E 


Received On: 01/27/2016 
Receipt Method: In Person 
Incident Type: Criminal Activity 

Complaint Details; 


On January 2^ 
phone number 

2016, writ^ 

sr spoke with walk-in 



e-mail: 1 

I and address 




explained to writer he had sent evidence of Hillary Clinton’s 


b6 

b7C 


b6 

b7C 






HRC-888 



Title: (U//-F QU 0) Evidence of Hillary Clinton’s misuse of classified 

docu ments 

Re: 02/22/2016 


misuse of classified documents to the FBI Director earlier in January 
2016, but when he called to confirm receipt he could not do so and 
therefore wanted to walk-in to make sure the information was received 
by the right people at the FBI, specifically the "task force" working 
on the Clinton e-mail scandal. 


[explained he was a long-time government employee and had 

previously worked for many years at the Department of State* He 
provided a resume and a U . S . Foreign Service Employee Evaluation Report 
to prove his bonafides, 

did not go in to detail as to what the evidence was as he had 
provided other typed documents explaining the evidence to the 
unclassified level he could . He offered to be interviewed in a SCIF so 
he could talk at a higher classification level to further explain other 
evidence he had. 


All of the documents provided by 


are being attached in a 1A 


for further review by the appropriate personnel reviewing this matter. 


b3 

b7E 


b6 

b7C 


b6 

b7C 


b6 

b7C 


Entities : 

(Complainant, Person, U.S. Person? Yes) 

Name/ Bi oqraphical Information 
Name : 

Minor? No 

Has Diplomatic Status? No 
Communication Account 1 
Type : Telephone 
Account : | ~| 

Coimnunication Account 2 

Type: Em ail ■ 

Account : 

Location 

Addre ss : 

City : I 
State I 


UNCiaseXESED/ /-P0TO 
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HRC-889 




UfJcnassiprEC / / fo tjo 


Title: (U/ /K)U©} Evidence of Hillary Clinton's misuse of classified 

documents 


Re: 


02 / 22/2016 


Zip Code:| | 

Country: United States 
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b7E 


b6 

b7C 
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FEDERAL BUREAU OF INVESTIGATION 


Evidence Entry 


Event Title: (U) WILLIAMS AND CONNOLLY 


Date: 02/23/2016 


Approved By: 


Drafted By: 


Case ID #: 


(S//tff4 

MISHANDLING UL 


FI ED; 


classic 

UNKNOWN SUBJECT OR COUNTRY; 

SENSITIVE INVESTIGATIVE MATTER (SIM) 


hS 

hlC 


hi 

b3 

b7E 



Full Investigation Initiated : 07/10/2015 


Collected By: Missing on Missing 

Collected From: 

Receipt Given?: No 

Holding Office: WASHINGTON FIELD 


Item Type 

IB Digital 


Description 

(U) ONE (1) IPAD WITH SERIAL NUMBER 
012224,007843867 


IMEI 


Collected On: 02/23 /2016 

Seizing Individual : 

Collected By: 

Location Area: wdc 
S pecific Location: WDC 
Device Type: Laptop/Tablet Computer 
Number of Devices Collected: 1 


b6 

b7C 


hS 

hlC 


/ /HQFQRIi 


HRC-892 



TZ/ MOFOnif - 


Tit le : (U) WILLIAMS AND CONNOLLY 

Re: | I 02/23/2016 


fo3 

b7E 


♦ ♦ 
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b3 

b7E 


LT 
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ALL INFORMATION CONTAINED 
HEREIN IS mJCLASSIFIEE EXCEPT 
WHERE SHOWN OTHERWISE 
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CATE; 11-10-2G1S 

'sjsasfij/ /MOFOWT 
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FEDERAL BUREAU OF INVESTIGATION 


Collected item Log 


T> 


Event Title; 


K> 

CHS 


Collection of 


from 


Date: 03/15/2016 


b7D 


Approved By: 


Drafted By: 


Case ID #; 


(S//HF*| | 

MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 

SENSITIVE INVESTIGATIVE MATTER (SIM) 



Full Investigation Initiated: 07/10/2015 


Collected From: 


CHS 


b6 

b7C 


bl 

b3 

b7E 


b7D 


Receipt Given? : No 

Holding Office: WASHINGTON FIELD 


Details : No Details Provided 


Item Type 

IB Digital 


Description 



Location Area: NA 
Specific Location : NA 


Device Type: | 

Number of Devices Collected: 1 


b7D 

b6 

b7C 


b7D 


/ /HOFQIIH 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its 
contents are not to be distributed outside your agency. 


HRC-917 





Title : ()^ Collection of 


Re: 


/ /HOFOUN 

from CHS 


03/15/2016 


b3 

b7D 

b7E 


♦ ♦ 


/ /HOFORH 


2 


HRC-918 




ALL FBI INFORMATION CONTAINED 

HEREIN IS UNC LASS IF IEC 

CATE ll“10“201fi BY J76J18T8D NS ICG 


UNCLASSIFIED/ / FOR OFFICIAL UOB ONLY 


U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D.C. 20535-0001 



Date: March 31, 2016 


To: 


Supervisory Attorney 
Office of Chief Counsel 
United States Secret Service 


be 

b7C 


From: | | 

Acting Unit Chief 

National Security Law Branch, Office of the General Counsel 


Subject: Request for Assistance 


(U// rOUO) 
Referral from 


On July 6, 2015, the FBI received a Section 811(c) 

the Inspector General of the Intelligence Community 
regarding a potential compromise of classified information. Pursuant 
to this referral, the FBI respectfully r equests U.S Se cret Service 


assistance in coordinating an interview 
in this matter. 


of 


as a witness 


(U//T OUO) 


If you have any questions regarding this reques t. 


please direct all inquiries to Special Agent 


at 


b6 

b7C 


Sincerely, 


b6 

b7C 


Acting Unit Chief 

National Security Law Branch 

Office of the General Counsel 


UNCLASSIFIED / /FOR OFFICIAL USB OHL Y 

This document contains neither recommendations nor conclusions of the FBI. It is 
the property of the FBI and is loaned to your agency; it and its contents are not 
to be distributed outside your agency. 
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ALL IHFORIIATICN CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


CLASSIFIED BY: HSICG J76J18T80 
REASON: 1.4 {O 
DECLASSIFY CNt 12-31-20 41 
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Collected Item Log 


Event Title: 


Date: 04/18/2016 


bl 

b3 

b7E 


Approved By: 


Drafted By: 


Case ID #: 


(S//HF) 

MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 

SENSITIVE INVESTIGATIVE MATTER (SIM) 



Full Investigation Initiated : 07/10/2015 


Collected From: | | 

FBI 

Receipt Given? : No 
Holding Office: WASHINGTON FIELD 
No Details Provided 

Description 

(1) iPad Mini, S/N 

Collected On: 04/18 /2016 

Seizing Indivi dual: I | 

Collected By : 

Location Area: Williams and Connolly, LLP 
Specific Location: 725 12th St., NW, Washington, DC 
. 20005 

Device Type: Other 
Other Device Ty pe : iPad Mini 
Serial Number: 

Number of Devices Collected: 1 


Details : 

Item Type 

IB Digital 


b6 

b7C 


bl 

b3 

b7E 


bS 

blC 


bS 

blC 




T/ /M OTOR S 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its 
contents are not to be distributed outside your agency. 


HRC-950 



Titl e: (S) 

Re: I 


SfepRgT/ / HOFORir 


04/18/2016 


bl 

b3 

b7E 


IB Digital ! U) One 8 GB Patriot Memory Supersonic XT USB Drive, 

Black in Color, contains CART Working Files, 

Collected On: 03/22 /2016 

Seizing Indivi dual : L 

Collected By: 

Location Area : Mission Ridge Facility 
Specif ic Location: IAU 
Device Type : SD Card/Flash Drive 
Number of Devices Collected: 1 

IB Digital Clone of QHQ14/1B48 

Collected On : 03/22/2016 

Seizing Indivi dual: 

Collected By : 

Location Area : Mission Ridge Facility 
Specific Location : IAU 
Device Type: Hard Drive 
Number of Devices Collected: 1 


IB Digital jUj jXj Containing a forensic image of QHQ3 ( BP Server) , 

QHQ8 (VM' s form PRN Server) , QHQ9 ( BP external drive) , 
and QHQ12 (PRN Server) 

Collected On: 03/22 /2016 

Seizing Indivi dual : 

Collected By: 

Location Area: Mission Ridge Facility 
Specific Location: IAU 
Device Type: Hard Drive 
Number of Devices Collected: 1 

IB Digital 'Ui One 4 TB Western Digital Hard D rive Labeled DEHQ3, 

Model WF4003FZEX, S/N | 

Collected On: 03/22/2016 

Seizing Indivi dual: I I 

Collected By: | 

Location Area: Mission Ridge Facility 
Specific Location: IAU 
Device Type : Hard Drive 
Number of Devices Collected: 1 


be 

bic 


h€ 

blC 


hS 

blC 


bS 

blC 




T//M OPOR H 
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HRC-951 




T/ /HOFOHM 


Titl e: (S) 

Re: I 


04/18/2016 


bl 

b3 

b7E 


♦ ♦ 
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HRC-952 




T 


b3 

b7E 


HRC-953 


T 
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ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 


FD-1G87 (Rev. 54-10) 


CATE: 11-10-201G 


StSHET / /NOFOMf 


FEDERAL BUREAU OF INVESTIGATION 

Collected Item Log 


Event Title ; ( S ) 


Date : 



b7E 


04/19/2016 


Approved By; 


Drafted By; 


Case ID # : 


(S//WF) | 

MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 

SENSITIVE INVESTIGATIVE MATTER (SIM) 


Full Investigation 
Collected From; 



231 


Initiated: 07/10/2015 


IT Special! st /Forensic Examiner 
FBI 


Receipt Given? : No 

Holding Office: WASHINGTON FIELD 


Details : No Details Provided 


Item Type 

IB Digital 




Description 

One 50 0 GB Seaga te Barracuda Hard Drive Labeled 

DEHQ55 S/N containing forensic images of 

QHQ1 ( 1B1 ) and QHQ2 (1B2) Created for IAU Review 
Collected On: 02/02/2016 
Seizing Indivi dual : I 
Collected By: 

Location Area: FBI/OTD 
Specific Location : NA 
Device Type : Hard Drive 
Serial Number: I 


Number of Devices Collected: 


/ MOFOKH 

This document contains neither recommendations nor conclusions ofthc FBI. It is the properly of the FBI and is loaned to your agency, it and its 
contents are not to be distributed outside your agency. 


b6 

b7C 


bl 

b3 

b7E 


bS 

blC 


bS 

blC 


HRC-954 



SEOpgr/ /MOPODH 


Title : (S) 

Re: I 


04/19/2016 


bl 

b3 

b7E 


♦ ♦ 
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FD- 1 087 ( Rev L 5- S' 1 0) 


S^BftaC/ /WOFOKET 

FEDERAL BUREAU OF INVESTIGATION 

Collected Item Log 



Official Reco rd 


A* h*u t+*fl vftAtd tr i 


Event Title: 


(U) WILLIAMS AND CONNOLLY, 725 
TWELFTH ST, NW WDC 


Date: 04/26/2016 


Approved By: 


hS 

blC 


Drafted By: 


Case ID #: 


(S//HF)| | 

MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 

SENSITIVE INVESTIGATIVE MATTER (SIM) 



231 


Full Investigation Initiated: 07/10/2015 


Collected From: 
Receipt Given? : 
Holding Office: 


KATHERINE TURNE 

No 

WASHINGTON FIELD 


Details : No Details Provided 


Item Type Description 

IB Digital (U) ONE (1) SAMS UNG 128 GB SSD WITH S/N: 


ONE (1) SAMSUNG 256 GB SSD WITH S/N | 

Collected On: 04/25 /2016 

Seizing Indivi dual: | | 

Collected By: 

Location Area: 725 TWELFTH STREET, NW WDC 
Specific Location: LOBBY 
Device Type: Compact Disc/Digital Video 
Disc (CDs/DVDs) 

Number of Devices Collected: 2 


7 / wofo rw 


This docu mem contains neither recommendations nor conclusions of the FBI H is the property of the FBI and is loaned to your agency; it and its 
contents are not to be distributed outside your agency. 


bl 

b3 

b7E 


b6 

b7C 


HRC-957 



s 



Title : 
Re: 


SEpjfe^/ MOrOW M 

( U) WILLIAMS AND CONNOLLY, 725 TWELFTH ST. NW WDC 


04/26/2016 


b3 

b7E 


♦ ♦ 
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HRC-958 




b6 

b7C 



HRC-964 


ALL IllFORiariOM CONTAINED 
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WASHINGTON, ; DC 20510^275 


May 17,2016 


VIA ELECTRONIC TRANSMISSION 

The Honorable James B. Comey, Jr. - 

Director 

Federal Bureau of Investigation 
935 Pennsylvania Avenue, N.W. 

Washington, DC 20535 

Dear Director Comey: 

1 am writing in regard to the FBI’s ongoing investigation relating to Secretary Clinton’s use of 
a non-government server and email address for her official State Department business. In particular, I 
am writing to raise concerns about the appearance of a conflict of interest by Justice Department 
officials and to seek your input about possible remedies. To state the obvious, it is a rare occurrence to 
have an administration’s former cabinet official being investigated under the authority of that very 
same administration. The circumstances are further complicated by the fact that the investigation is 
underway during a presidential election year in which Secretary Clinton is her party’s frontrunner. 
Moreover, the President and his press. secretary have made statements that seemed to prejudge the 
scope and outcome of the FBI’s ongoing investigation. Taken together, these circumstances 
reasonably raise the serious appearance of a conflict of interest. This is not just an academic concern, 
as it appears the Justice Department may be trying to keep the scope of the FBI’s investigation 
unreasonably narrow, according to press reports. 

While career FBI and Justice Department attorneys may be involved in the investigation, 
political appointees at the Justice Department, including the Attorney General herself, 1 will make the 
ultimate determination whether or not to prosecute Secretary Clinton and her associates. Even if these 


1 At a recent hearing before the House Appropriations Committee, Congressman John Carter asked the Attorney General if 
she would authorize prosecution if the FBI makes the case that Secretary Clinton broke the law. In response. Attorney 
General Lynch testified that the FBI and Justice Department personnel involved in the investigation “will make a 
recommendation to me when the time is appropriate” and refiised to answer whether she would authorize prosecution if that 
is the FBI’s recommendation. The F. Y. 20! 7 Budget for the Dep 7 of Justice: Hearing Before the House Committee on 
Appropriations, Subcommittee on Commerce, Justice, Science, and Related Agencies, 1 14 111 Cong. (2016). 
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appointees are acting with the utmost integrity and professionalism, at the very minimum, the 
appearance of a conflict clearly exists. Indeed, there appear to be at [east three areas of conflict here. 

First, because the Justice Department officials who will make the decision are political 
appointees, their prospects for continuing employment at the Department are likely tied to whether 
Secretary Clinton or another Democrat is elected President in the fall. It is understandable that the 
public might believe there is a conflict of interest when it appears that the political appointees making 
the decision would harm their own employment prospects if they moved forward with a prosecution, 
should the investigation find one warranted. 

Second, the President and his press secretary have made public statements that seem to suggest 
the President’s preferred outcome in this investigation by downplaying the seriousness of the 
underlying facts. The President has since claimed he is not exerting political influence on the decision 
whether or not to initiate a prosecution because he does not talk to the Attorney General about pending 
investigations . 2 But this misses the point. It is not necessary for the President to exert political 
influence through private, one-on-one conversations; the public statements by the President and his 
press secretary undoubtedly also reached his Justice Department appointees and broadcast his 
preferences to them. Accordingly, in doing so he may have put additional pressure on his political 
appointees to refuse to approve indictments or at least to narrow the scope of the investigation. If the 
political appointees’ boss, the President, has already publicly asserted that Secretary Clinton merely 
acted with “carelessness” and that her actions did not threaten national security, how can his political 
appointees contradict him if the investigation finds otherwise? 

Third, Attorney General Lynch has additional professional associations with the Clintons that 
underscore the appearance of a conflict. Former President Bill Clinton appointed her to be the U.S. 
Attorney for the Eastern District of New York. In between serving as the U.S, Attorney under 
President Clinton and returning to the position under President Obama, she was a partner at a law firm 
that represented both President and Secretary Clinton. Once again, even if the Attorney General is 
acting in good faith, there is at least an appearance of a conflict of interest. 

In short, there are legitimate reasons why the public would question whether a potential conflict 
of interest could affect the Justice Department’s decision whether to pursue one or more prosecutions 
in this matter. Moreover, the current process for making these decisions lacks any meaningful 
transparency, scrutiny, or accountability. Especially in this unique circumstance, it is vitally important 
that the public have confidence in the outcome of the investigation, whatever it may be . 3 


2 Wallace Presses Obama: Haw Can You Say Hillary Didn 7 Jeopardize Nat 7 Security?, Fox NEWS 1ns:df.R, Apr. 1 0, 
2016. 

5 Even journalists who are sympathetic to Secretary Clinton have noted this. See Ruth Marcus, Why a No-Indictment for 
Hillary Clinton Would Still Be a Problem for America,, THE WASHINGTON POST, Mar. 29, 2016. (stating: "It bears some 
thinking at the top levels of the Justice Department and the FBI about ve hither there is some way to mitigate the suspicion 
[that political meddling will squelch an indictment] by making more information public than is the norm.” as well as 
noting: “There’s no indication that Justice has contemplated [appointing a special counsel].”) 
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The Justice Department has a mechanism in place to deal with such conflicts, namely, 
appointing a Special Counsel from outside of the Department, but the Attorney General has not 
exercised it. The Special Counsel regulations are supposed to help ensure fair and impartial 
investigations in the face of conflicts, although the use of a Special Counsel can present its own issues. 
According to the regulations: 

The Attorney General, or in cases in which the Attorney General is recused, 
the Acting Attorney General, will appoint a Special Counsel when he or she 
determines that criminal investigation of a person or matter is warranted 
and- 

(a) That investigation or prosecution of that person or matter by a United 
States Attorney’s Office or litigating Division of the Department of 
Justice would present a conflict of interest for the Department or other , 
extraordinary circumstances; and 

(b) That under the circumstances, it would be in the public interest to 
appoint an outside Special Counsel to assume responsibility for the 
matter.'* 

According to the regulations, there are three conditions for appointing a Special Counsel: 1) the 
Attorney General decides an investigation is warranted; 2) the Justice Department has a conflict of 
interest or there are other extraordinary circumstances; and 3) the public interest is served. Based upon 
the available facts and circumstances, all of those conditions appear to have been met here. 

This is not just an academic issue about conflicts of interest; it is possible that the Justice 
Department might be failing to provide the FBI with all the resources it needs for this investigation and 
might be improperly limiting the investigation’s scope. You recently testified before Congress that 
you are “very close personally to that investigation to ensure that [the FBI has] all the resources [it] 
need[s], including people and technology.” 5 But, to the best of my knowledge, the Justice Department 
has made no similar commitment. The Department refused for months to confirm to the Committee 
that an investigation was underway at all, and it still refuses officially to confirm the scope of the 
investigation or whether it has provided the necessary Department resources for the FBI to properly 
address all the relevant Legal issues. 

Information in the public domain raises serious questions about whether the Department has 
done so. For example, it is unclear whether the Justice Department has empaneled a federal grand jury 
in order to issue subpoenas, so that the FBI can gather all of the relevant information. As a recent 
article in the Washington Post noted, “there is no indication that prosecutors have convened a grand 


“28 C.Fit. §600.1. 

s Encryption Security and Privacy: Hearing Before the House Committee on the Judiciary , 1 14 lh Cong. (2016). 
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jury in the email investigation to subpoena testimony or documents ^]’* 6 Given the public reports of the 
resources and time being devoted to the investigation by the FBI, this appears highly unusual. 

Moreover, Attorney General Lynch’s public statements seem to imply that the investigation is 
being limited to an extremely narrow scope, as she only acknowledges that the investigation is 
evaluating the issues relating to Secretary Clinton’s and her subordinates’ potential mishandling of 
classified information . 7 In a recent interview. Attorney General Lynch described the investigation as 
follows: “We’re looking at whether or not classified information was handled in a particular way, in an 
appropriate way.”® At her recent appearance before the Committee, Senator Thom Tillis asked if the 
Justice Department had analyzed issues surrounding the joint income President and Secretary Clinton 
received from foreign governments for speeches President Clinton made, an issue raised by some of 
the released emails. One of the Clintons’ joint tax returns implicated in this and related public 
corruption issues was prepared by the law firm of Hogan & Hartson while the Attorney General was a 
partner at the firm . 9 In response, the Attorney General seemed unaware of the Constitutional issue 
raised by Senator Tillis and testified that “the matter that has been under discussion both in this and 
other proceedings has been the Department’s review of how the State Department handled classified 
information .” 10 A recent news report also included the assertion by anonymous “U.S. officials” that 
the investigation is solely focused on the handling of classified information and has not included any 
other legal issues stemming from the server arrangement or information revealed from the retrieved 
emails . 11 12 


6 Adam Goldman, Justice Dept Grants Immunity to Staffer Who Set Up Clinton Email Seryer, THE Washington POST, 
Mar, 2,2016, 

I This is in contrast to a report alleging that the FBI expanded the investigation to address public corruption issues. See 
Catherine Herridge, Pamela K. Browne, FBPs Clinton Probe Expands to Public Corruption Tracks Fox News, Jan. 1 1, 
2016. 

6 Bret Baier, AG Lynch Discusses Apple Feud t Clinton Probe , Cybersecurity, FOX News, Feb. 29, 2016. Available at 
htt p : // v ideo. foxn e ws . com/v/478 02698 740 0 1 /ag- lynch- discusses-app le-feud- c 1 inton-probe- 
cybersecurity/?Lntcmp=hpvidl#sp=show-clips 

9 See Meet the Attorney General , The Dep*t of JUSTICE, available at https://wwwjustice.gov/ag/meet-attorney-general 
(noting that the Attorney General was a partner at Hogan & Hartson/Hogan Lovells from 2002-2010); see also Hillary 
Clinton Releases Health, Financial Records , HillaryCliniun.COM, available at https://www.hillaryclintori.com/tax- 
retums/ (showing the Clintons* 2007- 14 joint tax returns were prepared by Hogan & Hartson/Hogan Lovells). 1 

10 Oversight of the US \ Department of Justice: Hearing Before the Senate Judiciary Committee, 1 14 th Cong. (2016). 

I I Evan Perez, Pamela Brown, Simon Prokupecz, FBI Interviews Clinton Aides Including Huma Abedin As Part of Email 
ProbeX NN, May 6, 2016, 

12 Jf accurate, this statement by a U.S. official about the full scope of the investigation is additionally troubling in light of 
the fact that an FBI official recently filed a sworn declaration in a FOIA case regarding records relating to the investigation 
stating that “(b]eyond Director Comey* s acknowledgment of the security referral from the Inspectors General of the 
Intelligence Community and the Department of State, the FBI has not and cannot publicly acknowledge the specific scope, 
focus, or potential targets of any such investigation without adversely affecting the investigation.” See Decl. of David M, 
Hardy, Leopold v. Dep’t of Justice, 15-CV-21 17 (DDC), ECF No. 9-1 at 7. In that lawsuit, the FBI official declared under 
penalty of penury that the FBI was withholding materials it had recovered from the server, and other records relating to the 
investigation, because they are exempt under FOIA Exemption 7(A). He stated that those records and other FBI records 
relating to the investigation were “compiled for law enforcement purposes” and that their disclosure could reasonably be 
expected to interfere with “a pending or prospective law enforcement proceeding” - Exemption 7(A)*s prerequisites. Id. at 
7-10. He similarly stated that the records “are potential evidence in the FBPs investigation,” that disclosing “evidence [or] 
potential evidence [] while the investigation is active □ could undermine the pending investigation by prematurely 
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Perhaps the most troubling report is the Washington Post’s recent article about the FBI’s ■ 
interview of Cheryl Mills. 13 That article stated that Justice Department officials had made an 
agreement with Ms. Milts’ attorney that it “would be off limits” for the FBI to ask her questions during 
the interview about her role in deciding which of the emails on Secretary Clinton’s server would be 
deleted and which would be turned over to the State Department. 14 The article further stated that the 
FBI agents nonetheless asked about this important issue, that Ms. Mills walked out of the interview 
briefly in response, and that the Justice Department prosecutors were “taken aback that their FBI 
colleagues” had asked the question. 15 Ms. Mills reportedly never answered the FBI’s questions on this 
issue. 16 


Secretary Clinton’s potential mishandling of classified information is undoubtedly important 
and must be fully investigated. However, it would be disturbing if the Justice Department has 
narrowed the investigation to prevent the FBI from also investigating the other important issues raised 
by this extraordinary situation. For example, press reports have indicated that the FBI has been able to 
recover emails deleted from Secretary Clinton’s private server. 17 If federal records on the private 
server were hidden or destroyed, then there may have been a violation of 18 U.S.C. § 2071, which 
prohibits concealing or destroying such federal records. If any of the deleted emails were responsive 
to Congressional inquiries or to agency inquiries, such as ones from the State Department Inspector 
General, then there may have been violations of 1 8 U.S.C. §§ 1505 and 1519, respectively. Similarly, 
the content of many of the released emails implicates Constitutional issues and public corruption laws 
by raising issues relating to joint income from paid speeches given by President Clinton for foreign 
government entities, as well as the blurring of the lines between the actions taken on behalf of the State 
Department, the Clinton Foundation, and Teneo, a private firm founded by a former counselor to 
President Clinton. 

Despite this range of relevant legal issues, which extend far beyond the national security issues 
raised by the potential mishandling of classified information, public reports only indicate that the 
Justice Department has assigned personnel from its National Security Division to supervise the FBI’s 
investigation, 1 ® with another report claiming the U.S. Attorney’s Office from the Eastern District of 
Virginia is also involved. 19 There is no indication that the Justice Department has assigned prosecutors 
from its Public Integrity Section or prosecutors with expertise in the unlawful concealment or deletion 

revealing its scope and focus, [and that] if individuals become aware of the scope and focus of [the] investigation, they can 
take defensive actions to conceal their activities, elude detection, and/or suppress evidence.” Id. at 9- 10 (emphasis added). 

13 Matt Zapotosky, Clinton Aide Cheryl Mills Leaves FBI Interview Briefly After Being Asked About Emails, THE 
Washington Post, May 10, 2016; see also Andrew McCarthy, Obama's Justice Department Shields Cheryl Mills from 
FBI's Questions, National Review, May 14, 2016. 

iA Id. - 

14 Id. 

17 Paul Reid, Hannah Fraser-Chanpong, Report: FBI Pulls Deleted Emails From Hillary Clinton 's Server, CBS News, Sep. 

23,2015. . 

18 Supra n. 6 (“The email investigation is being conducted by FBI counterintelligence agents and supervised by the Justice 
Department’s National Security Division.”). 

19 Matt Zopotsky, Officials: Scant Evidence that Clinton Had Malicious Intent in Handling of Emails , THE WASHINGTON 
POST, May 5, 2016. 
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of federal records. Indeed, when Attorney General Lynch was specifically asked if any prosecutors 
from the Department’s Public Integrity Section are working on the case, she refused to answer. 20 

In previous investigations, the Department of Justice has been willing to state which of its 
divisions and sections had attorneys working on a particular case. 21 Because there is no indication that 
Justice Department has provided any resources relating to the other legal issues surrounding Secretary 
Clinton’s private email server, and in light of the Attorney General’s statements about the scope of the 
investigation, as well as the report claiming the Justice Department made an agreement with Ms. Mills’ 
attorney to preclude the FBI from asking her about the sorting and deletion of email, it appears that the 
Justice Department might be improperly limiting the scope of the FBI’s investigation. Viewed within 
the context of the Department’s appearance of a conflict of interest in this case, this raises the question 
of whether a Special Counsel is in fact needed. 

One news report has even gone so far as to claim, without naming its sources, that FBI “agents 
have been spreading the word, largely through associates in the private sector, that their boss is getting 
stonewalled [by Obama political appointees], despits uncovering compelling evidence that Clinton 
broke the law.” 22 The article further claimed that “FBI sources say [Director Comey] has no backing 
from President Obama and Attorney General Loretta Lynch to recommend charges against the former 
secretary[.]” 23 While this report may or may not be accurate, it is understandable that the public’s 
confidence in the integrity and independence of any prosecutorial decision is in question, given the 
appearance of a conflict of interest by the political appointees in charge of that process. This is 
precisely the type of situation a Special Counsel appointment is designed to address. 

You have experience in these issues not only from the perspective of the FBI, but also from the 
perspective of the Justice Department, and specifically in the context of investigations of senior 
administration officials. While you were serving as the Deputy Attorney General during the George 
W. Bush administration, Attorney General Ashcroft recused himself from the investigation regarding 
the Valerie Plame leak, due to the appearance of a conflict of interest he had as a result of past 
professional associations with one of the suspects, which then made you the Acting Attorney General 
for that case. In that case, there was substantial public concern about whether an investigation of 
administration officials that was being conducted under the oversight of the administration’s political 
appointees would be fair and impartial. Upon being designated Acting Attorney General, you removed 
the case from the usual Justice Department chain of command and appointed a special prosecutor. 


20 Supra n. 8. This is additionally troubling because prior Department of Justice guidance on “Election Year Sensitivities” 
states if prosecutors “are faced with a question regarding the timing of charges or overt investigative steps near the time of a 
primary or general election, please contact the Public Integrity Section of the Criminal Division for further guidance.” 
Election Year Sensitivities, The DEPARTMENT OF JUSTICE, Mar. 9, 2012. Available at 
https://wwwjustice.gov/sites/default/files/oip/legacy/2014/07/23/ag-memo-election-year-sensitivities.pdf 
11 For example, in the investigation into the IRS’s targeting of conservative groups, the Justice Department acknowledged 
while the investigation was ongoing that it had assigned attorneys from both its Criminal Division and Civil Rights 
Division. 

22 Charles Gasparino, Will Hillary Get Charged, Or What? The NEW YORK POST, Mar. 20, 2016. 

11 Id. 
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Patrick Fitzgerald, to handle the matter. 24 Mr. Fitzgerald subsequently brought an indictment against 
the Vice President’s Chief of Staff, Scooter Libby, who was later convicted. Accordingly, it appears 
that based on your relevant experience you are uniquely suited to weigh in on whether a Special 
Counsel is needed in the current case. . 

In order for the Committee to evaluate the issues surrounding the investigation stemming from 
Secretary Clinton’s use of a non-government server and email address for her official business, and 
related issues, please answer the following: 

1 . In general, under what circumstances do you believe that the FBI would need to work 
with a Special Counsel from outside of the Justice Department in order to properly 
conduct an investigation? Please describe in detail. 

2. In general, if you believed that the Department of Justice, pursuant to the regulations, 
had a conflict of interest in a particular investigation, would you express this view, and 
if so, how? 

a. Would you make a request to the Justice Department for a Special Counsel? If 
not, why not? 

b. If you were to make a request, but the request were denied by the Justice 
Department, would you notify this Committee, which has oversight authority 
over these matters? If not, why not? 

3. Do you believe that a Special Counsel is warranted in the investigation stemming from 
Secretary Clinton’s use of a non-government server and email address for her official 
State Department business? If not, why not, and what is different about the current 
extraordinary circumstances that causes you to reach a different conclusion than you did 
in the Valerie Plane matter? 

4. Has the FBI requested or otherwise indicated to the Justice Department or other 
administration officials that it believes a Special Counsel should be appointed in this 
case? If so, what was the response? 

5. Has the Justice Department limited the scope of the FBI’s investigation in any way or 
denied it any resources? 

6. Is the FBI aware of any agreements Justice Department officials have made with 
Secretary Clinton or her associates to deem certain areas of inquiry “off limits” in 
interviews with the FBI? If so, was the FBI consulted about such narrowing of topics? 


24 While you did not rely on 28 C.F,R, § 600. 1 to appoint Mr* Fitzgerald, you did explain the interaction between that 
regulation and his appointment during the press conference in which you announced your decision. See http://www.c- 
S pan , org/v i deo/? 179 743 - 1 / spec i al-prosecutor- appo intment 
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Did the Justice Department officials make these agreements over the objection of the 
FBI? 

7. Has the FBI requested that a grand jury be empaneled in connection with this 
investigation? If so, did the Department of Justice deny that request? 

8. Has the Justice Department assigned prosecutors to the investigation from its Public 
Integrity Section, who have relevant experience in public corruption laws, or assigned 
prosecutors with experience in the laws pertaining to the destruction of federal records? 
If not, has the Justice Department explained to the FBI why it has not? 

Please provide your answers by May 31, 2016. Thank you for your attention to this 
important matter. If you have any questions, please contact Patrick Davis of my Committee Staff 
at (202) 224-5225. 


Sincerely, 


Charles E. Grassley 
Chairman 

Committee on the Judiciary 


cc: The Honorable Patrick J. Leahy 

Ranking Member 
Senate Committee on the Judiciary 

The Honorable Thom Tillis 

United States Senator for North Carolina 

The Honorable John Carter 
Congressman for the 31 st District of Texas. 
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|forwarded 2,644 emails from his OpenNet email account 
to his personal Google (i.e. Gmail) e-mail account. While not 
portion marked as classified, 3 of these e-mails were determined 
to be classified CONFIDENTIAL through a subsequent State 
Department classification review. 


(U) 


Use Of Personal Accounts At State 


(U//Few) To gain understanding of 


use 


of her personal e-mai l account while at State, writer exported 
the e-mail files f rom | ~| Forwarded Emails 
to a Microsoft Excel spreadsheet. Writer then filtered: from 


] and £ 


to 


] in which it 


was discovered that 1,797 e-mails were forwarded from her 
OpenNet e-mail account to her personal Yahoo and Clinton e-mail 
accounts. 138 of the 1,797 e-mails forwarded contained CLINTON'S 
'hrd22@clintonemail.com' address within the e-mail chain. 

Through a subsequent State Department classification re view, 
while n ot portion marked as classified, 1 of the email s | | 

I I forwarded from h er work email to her personal email 


mtormation wittun its 


was determined to have classified SECRET 
document attachment . 


(U)[ 


]Use Of Personal Accounts At State 


use 


(U// ff 0U0 | To gain understanding of| 

of her personal e-mai l account while at State , writer exported 
the e-mail files from l I to a Microsoft 


RxcrI spreadsheet . Wr iter then filtered : 

to 


from 


y and 


it wa.g Hi.qmvfirfi d r.hat 657 e-mails were forwarded from he r work 
e-mail to her personal gmail account. None of the e-mails l I 

| ~\ f orwarded from her work e-mail to her personal e-mail have 

been determined to be classified. 
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Collected Item Log 


fjji Event Title : 


Date: 06 / 23/2016 


b7E 


Approved By: 


Drafted By: 


Case ID #: 


V^O (S //Wfl 


MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 

SENSITIVE INVESTIGATIVE MATTER (SIM) 



261231 


b6 

b7C 


bl 

b3 

b7E 


Full Investigation Initiated: 07 / 10/2015 


Collected From: 


b7E 


Receipt Given? ; No 


Holding Office: WASHINGTON FIELD 


Details: No Details Provided 


Item Type Description 


S^g^ST// HOFORM ~~ 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it and its 
contents are not to be distributed outside your agency 
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Titl e: {&( 

Re: 


06/23/2016 


IB Digital (U) 1 DVD - White MarkecJ 


Collected On: 06/23 /2016 01:55 PM EDT 
Seizing Indivi dual: I 
Collected By: 

Location Area: NA 
Specific Location: Na 

Device Type : Compact Disc/ Digital Video 
Di sc ( CDs/DVDs ) 

Number of Devices Collected: 1 
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ALL IHTQRiiATIQM COM T AIMED 
HEREIN IS UNCLASSIFIED EXCEPT 
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Precedence : ROUTINE 

To: Washington Field 

From: Washington Field 

CI-13 

Contact : SOS 


Approved By: 
Drafted By: 


Title : 


(S) 


Date: 07/15/2016 






F 

rn 




UNKNOWN SUBJECT OR COUNTRY; 

SENSITIVE INVESTIGATIVE MATTER (SIM) 

Synopsis: (U/ /FOUO) Documents an analysis of e-mail 

communications between hdr22@clintonemail . com and 
humaQ clint onemail . com. 


b6 

b7C 


bl 

b3 

b7E 


ClaSsified^By : 
Derived From: 
Decl 


F22M62K21 

'dated 20130301 
20411231' 


References : 

Details: (U/ /FOUO ) The instant communication documents an 
analysis conducted by the author regarding the Department of 
State (DoS) tenure e-mail correspondence between the personal 
accounts of HILLARY CLINTON ( hdr22@clintonemail . com ) and HUMA 
ABEDIN ( huma@clintonemail . com ) . The author analyzed e-mail 
correspondence across various datasets acquired by the FBI 
during the course of its investigation. Ultimately, the author 
identified approximately 1,539 direct e-mails between 
hdr22Qclintonemail . com and huma@clintonemail . com (i.e., no other 
email address was party to the e-mail communication) which were 
not provided to DoS by CLINTON in December 2014, but were 
assessed by the FBI to be work-related. 

(U/ /FOUO) Analysis of the e-mails provided to DoS by CLINTON in 
December 2014 indicated humagclintonemail . com was party to 2,598 
total emails in the dataset. However, of the 2,598 emails, only 
32 were direct communications exclusively between 

1 


ET 
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humaljjclintonemail . com and hdr22@clintonemail.com . The author 
determined each of the 32 e-mails contained references to either 
"Benghazi," "Libya" or "Tripoli." Consequently, the 32 e-mails 
possibly were provided to DoS because they hit on those search 
terms, rather than a search of huma@clintonemail.com . As a 
result, the process used by CLINTON'S legal team to determine 
which of CLINTON'S DoS tenure emails were work-related was 
possibly flawed in its handling of email correspondence between 
CLINTON and ABEDIN's huma@clintonemail , com address. 

(U// F0U0) A summary communication detailing the findings of the 
analysis described above is attached to this electronic 
communication as a 1A. 

(U) Analyst notes: 

• (U//F 0U &) The investigation assessed e-mails to be work- 

related if they were related to CLINTON'S official capacity 
at DoS (e.g., scheduling, travel, call sheets, personnel 
appointments) . 


• (U//F0U0) During the course of its investigation, the FBI 
did not evaluate all recovered e-mails to determine which 
were work-related and which were personal. As a result, the 
analysis detailed in this communication does not represent 
the entirety of the work-related e-mails recovered by the 
FBI. Rather, the analysis detailed in this communication 
only focused on explicit direct communications between 
huma @ clint onemai 1 . com and hdr22@clintonemail . com in a 
subset of the datasets acquired by the FBI. 

• ( U / / FOUO ) Due to insufficient e-mail metadata associated 
with the datasets, ABEDIN's name often appeared in lieu of 
a specific email address. Despite indications this occurred 
with regard to humaBclintonemail . com e-mail communications, 
the author omitted these e-mails from the analysis because 
explicit e-mail address attribution could not be made. 

• (U//F0U0) To ensure the 1,539 emails were not containe 
the original 30,524 e-mail dataset provided to the FBI 
author used Internet Message IDs to identify duplicate 
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However, the metadata associated with some e-mail messages 
was incomplete, and thus, the author utilized date/time 
stamps and subject lines to remove additional duplicates 
when Internet Message IDs were unavailable. 
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Electronic Communication 


Title: (U) Subfile Opening Document Date: 09/01/2015 

From: WASHINGTON FIELD 

WF-CI 1 3 

Contact : [ I 


Approved By: 


bS 

blC 


Drafted By: 


Case 


ID #: 


]-302-/(S//Mf-) 

MISHANDLING OF CLASSIFIED; 

UNKNOWN SUBJECT OR COUNTRY; 

SENSITIVE INVESTIGATIVE MATTER (SIM) 


Synopsis: <U) Opening of 302 Subfile 


bl 

b3 

b7E 



Details: 

To open a 302 Subfile for documents associated with interviews related 
to the captioned investigation . 


♦ ♦ 


T// NOFORN 
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FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 08/25/2015 


(U// FOU O) On August 25, 2015, at app roximately 10: 1 0 AM, Federal Bureau of Investigation 


(FBI) Special Agent (SA) 
TURNER and ! 


% 


f the Washington Field Office met Katherine M. 
at the loading dock of the building that houses the offices of 


WILLIAMS & CONNOLLY LLP, located at 725 12th St NW, Washington, DC 20005. 

(U/ /FO UO ) TURNER was further identified as a partner at WILLIAMS & CONNOLLY LLP. 
was farther identifie d as an attorney at PAUL, WEISS, RIFKIND, WHARTON & 

also provided his business card which has been placed in the attached 


GARRISON LLP. 
1A envelope. 


(U// FOUO ) TURNER & 


turned over six (6) boxes. Contained in the six (6) boxes 
were four (4) boxes of paper documents, six (6) laptop computers, two (2) USB flash drive devices, and 
miscellaneous power adapters for the laptops. The items, including make, model and serial numbers, are 
further described in the FD-597 Receipt for Property and Consent to Store Computer(s) documentation in 
the attached 1 A envelope. 


(U/ /FOU Q) At the time the items were taken into FBI custody, TURNER advised SA[ 


that two of the laptops had flash drives currently inserted in them. The flash drives had not previously 
been removed by TURNER or anyone else because they were “coupled” with the computer (nfi). 


b6 

b7C 


b6 

b7C 


b6 

b7C 


b6 

b7C 


(U// FOU 0 ) The items were transported directly to the FBI’s Washington Field Offi ce and 

submitted into the Evidence Control Center (ECC). At the time the items were turned in, SA 

removed the USB devices from the laptop in which they were inserted in order to account for the 
evidentiary items individually. The USB flash drive labeled “HC Prime2” was removed from the 
following laptop: LENOVO type 4236-VQ5 bearing serial number l I The 16 GB Lexar 

USB fla sh drive was remov ed from the following laptop” LENOVO type 4236-VQ5 bearing serial 
number: 1 I 
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UNCLASSIFIED/ /FOR OFFICIAL USE ONLY 


Investigation on 08/25/2015 at Washington, DC 


File# _| 
by 


302 ^ T Date dictated 

SA 









This document contains neither recommendations nor conclusions of the FBI, It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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Date of transcription 09/24/20 1 5 


of WilmerHale, 1875 Pennsylvania Ave, NW, 


On September 24, 2015,|_ 

Washingt on. D.C. 20006, provided Federal Bureau of Investigation (FBI) Special Agent|_ 




with a silver Apple brand Mac Book Air laptop, serial number C02LF01CFM74. The laptop 

was thereafter transported to the FBI Washington Field Office (WFO) and logged into the Evidence 
Control Center (ECC). 


A copy of the property receipt and a letter provided by WilmerHale, which describes the contents 
of the laptop, are enclosed in an attached 1 A. 
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Investigation on 09/24/2015 

~ [302 z 3. 


at 


Washington, DC 


File # 


Date dictated N/A 


BySAl 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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Date of transcription 09/25/2015 


On September 25, 2015, KATHERINE TURNER, of Williams & Connolly LLP, 725 12 th Street, 
NW, Washington, D.C. 20005, tel ephone number 202-4 34 -5487. provided F ederal Bureau of 


Investigation (FBI) Special Agentsf 


Jandj_ 


with an envelope of 


documents. TURNER advised that the documents were part of the prior trove of documents turned over 
by William & Connolly and that the same privileges applied to the envelope of documents. TURNER 
further stated that she was not providing consent for the FBI to search the provided documents. 


The envelope of documents was thereafter transported to the FBI Washington Field Office (WFO) 
and logged into the Evidence Control Center (ECC). A copy of the property receipt is enclosed in an 
attached 1A. 
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Investigation on 09/25/2015 

~ I302 ~{Q 


at 


Washington, DC 


File ft 


Date dictated . 


N/A 


SA 

BySA 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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Date of transcription 09/03/2015 


On September 3, 2015, a Confidential Human Source (CHS), not in a position to testify provided 
the following information: 

Pursuant to CHS’sf 


b7D 

b7E 


For background. CHS’sf 


b7D 

b7E 


b7D 

b7E 
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Investigation on 09/03/2015 
File# 


at 


Washington, DC 


So?- 


- H 


Date dictated 


N/A 


ByS^ 



b3 

b7E 


bS 

blC 


ITiis document contains neither recommendations nor conclusions of the FBI, It is the property of the h’BJ and is loaned to your agency; it 
and its contents are not to be distributed outside your agency, / 
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Date of transcription 1 0/05/20 1 5 


On October 5. 2015, 


Pd[ 


of WilmerHale, 1875 Pennsylvania Ave, NW, 


prov ided Federal Bureau of Investigation (FBI) Special Agents|_ 


|with a silver Apple brand Mac Book Pro laptop, serial number 
W89361H6644, and power cord. The laptop and power cord were thereafter transported to the FBI 
Washington Field Office (WFO) and logged into the Evidence Control Center (ECC). 
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b7C 


A copy of the property receipt and a letter provided by WilmerHale, which describes the contents 
of the laptop, are enclosed in an attached 1 A. 


Investigation on 10/05/2015 at Washington, DC 

File# J b 02 ~ _W Date dictated N/A 

SA 

By SA 

This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 
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Date of transcription 1 0/08/20 1 5 


On October 6, 2015 

telephone number! 

| provided Federal Bureau of 

Investigation (FBI) Special Agentsl lanq 

with Server 

882.DATTOBackup.com, barcode C8470FC1 1M70024, PIN 



b6 

b7C 
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b7E 


The item was thereafter transported to the FBI Washington Field Office (WFO) and logged into 
the Evidence Control Center (ECC). A copy of the property receipt is enclosed in an attached 1 A. 


Investigation on 1 0/06/20 1 5 at 


File # 


B02 


Washington. DC 

Date dictated N/A 


S/ 
By S/ 


This document contains neither recommendations nor conclusions of the FBI It is the property of the FBI and is loaned to your agency; 
and its contents are not to be distributed outside your agency. 
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This document contains neither recommendations nor conclusions of the FBI, It is the property of the FBI and is loaned to your agency; it 
and its contents are not to be distributed outside your agency. 


HRC-1032 




b6 

b7C 


HRC-1033 



ALL INFOJR1IATIOH CONTAINED 

HEREIN IS UNCLASSIFIED 

CATE 11-16-2016 BY J76l118T8Q NS ICO 


FD-302a (Rev. 10-6-95) 


- 1 - 

FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 10/5/2015 


On October 3, 2015, KATHERINE TURNER, of Williams & Connolly LLP, 725 12 th Street, NW, 
Washington, D.C. 2 0005, telephone n umber 202-434-5487, provided Federal Bureau of Investigation 


(FBI) Special Agentj 


with the following: 


One (1) Dell Power Edge 1950 (Sendee tag 5YSXWB1, express service code 12988372429) Physical 
Blackberry Enterprise Server (BES). 


b6 

b7C 


One (1) Seagate Desktop External Hard Drive, 1000 GB, S/N 2GHJ026M/Power Supply/USB Cable. 


One (1) Supermicro 2U Server, Model 52000, Serial Number 002590AFDEBE, Invoice 482547. 


Approxim ately 1 TB of d ata from the Platt River Network (PRN) server, as defined in the 1 0-3-201 5 
letter from! to David E. Kendall. 


The aforementioned items were received in Equinix Incorporated located at 275 Hartz Way, 
Secaucus, NJ, 07094, and transported to the FBI Washington Field Office (WFO) where they were logged 
into the Evidence Control Center (ECC). A copy of the property receipt is enclosed in an attached 1 A. 
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Investigation on 10/3/2015 
File U 


at 


Sccaucus. NJ 


By SA 



This document contains neither recommendations nor conclusions of the FBI, It is the property of the FBI and is loaned to your agency, it 
and its contents are not to be distributed outside your agency. 
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Date of transcription 10/13/2015 


On October 8, 2015, KATHERINE TURNER, of Williams & Connolly LLP, 725 1 2 th Street, NW, be 
Washington, D.C. 2 0005, telephone num ber 202-434-5487, provided Federal Bureau of Investigation b7 ' 

(FBI) Special Agent] lwith the following: 


One (1) Dell Power Edge 620, Service Tag GXJWFX1, Service Code 36857327509, Mfg Date 20130608. 


One (1) Cisco NAS, Model NSS324, S/N: 


The aforementioned items were received at Equinix Incorporated located at 275 Hartz Way, 
Secaucus, NJ, 07094, and transported to the FBI Washington Field Office (WFO) where they were logged 
into the Evidence Control Center (ECC). A copy of the property receipt is enclosed in an attached 1 A. 
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Investigation on 1 Q/&/20 1 5 at _ 

File # J b02 ~ ^ 


Secaucus. NJ 


Date dictated 


N/A 


ByS/J 



This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to y 
and its contents are not to be distributed outside your agency. 
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Eleolronio Communication 



Title: (U//F0U0) Submission of FD-340 Date: 10/14/2015 

From: WASHINGTON FIELD 
WF-CI13 

Contact: 


improved By : [ 


b6 

b7C 


Drafted By: [ 
Case ID #: 


302 

Tf9 


(S//WT) | 

MISHANDLING OF CLASSIFIED; 
UNKNOWN SUBJECT OR COUNTRY; 
SENSITIVE INVESTIGATIVE MATTER 


(SIM) 


Synopsis: (U/ /FOUO ) To document the submission of a FD-340 to the lA 

sub-file of the captioned case file. 



^classify 


Reference : 


302 Serial 15 


Enclosure (s) : Enclosed are the following items: 

1. (U/ Z - TOUQ) Receipt from evidence received from 


Details : 


(U//reu94 This communication servers to document the submission of a 
FD-340 <1A) to the 1A sub-file of the captioned case file. 


bl 
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b7£ 
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Date of transcription 10/22/2015 


On October 16, 2015, KATHERINE M. TURNER, Partner, Williams and Connolly met with 


Federal Bure au of Investigation (F BI) Special A gent (S A)[ 
' TURNER provided SAj 


Kvith the following items: 


and SAJ 


32 GB Apple iPad, S/N | 

Black Berry 8700G, IMEI 357646005545990 
Black Berry 8310, IMEI 359158027424467 
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Attached to this communication as a 1A is the FD-597 Receipt for Property, signed by TURNER, 
listing the above items. 


Investigation on 10/16/2015 at . 

File# J bo2 - 23 


Washington, D.C. 


Date dictated 


N/A 


By SAl 
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This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency, it 
and its contents are not to be distributed outside your agency. 


HRC-1039 





b 6 
b7C 



HRC-1040 



FD-302a (Rev, 10-6-95) 


ALL I MTORMAT IGN CONTAINED 

HEREIN IS UNCLASSIFIED 

DATE 11-1^-2015 BY J7SJ1STS0 HSIC 


- 1 - 

FEDERAL BUREAU OF INVESTIGATION 


Date of transcription 1 1/04/2015 


On October 28, 201 5, Federal Bureau of Investigation £FBT) Special Agents (SAs)| 


pm 


d[ 


provided 


one (1) DVD labeled “Export DEHQ3T 
Cooper. 


attorney atl 


wi 
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with date “10/23/15/' The DVD contained files related to Justin 
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Investigation on 10/28/2015 at Washington, DC 



This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency, it 
and its contents are not to he distributed outside your agency. 
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Date of transcription 1 1/04/2015 


On Novem ber 4, 2015, Information Technology Specialist/Forensic Examiner (ITS/FE) 
of the Washington Field Office (WFO) Federal Bureau of Investigation (FBI) 


Comp uter Analysis Resp onse Te am (CART) sent an em ail to FBI Supervisory Special Agent 


(SSA)| 

and SSA 


of the Cyber Division, Technical 

Operations Unit with a 




A copy of the email and a 
1A envelope. 


is included in a 
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Investigation on 1 1/04/2015 

~ [302 


File # 


at Washington. DC 

Date dictated N/A 


By ITS/FE 


This document contains neither recommendations nor conclusions of the FBI. It is the property of the FBI and is loaned to your agency; it 
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Yes, they moved her to another server/domain that we don't control, and forwarded the old address to it. 
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Se nt: Thursday, Aug ust 13, 2015 20:00 

To; i I 

Subject: question 

Did I hear from | | and Cheryl that Hillary was not using that email server as of the past 3-6 months? 
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analyst to. start querying. This is just an in itial collection from the data. sets we've reviewed so far. As we identify new 

| we can provide additional data to query; Ideally; assuming this would be part of 
their normal work process, we'd like the analyst to produce a report to document. the results of their searches. . - 

We wou ld also like to have the data run through l | if you think it may produce different/additional results (I . think 
| mentioned this in the last meeting), so we should discuss who would handle this. 
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out who would handle this {i.e.; should this all feed through CYD so there's one point of contact?). 


Let's discuss the items above during today's 2pm call so we can determine how to coordinate the efforts. 
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